
 

Desktop Security

Due to an ever increasing need to
enhance IT security, organizations are
faced with common security challenges
of choosing, implementing and employ-
ing advanced security technologies 
to protect their network and systems.
The introduction of TPM (Trusted
Platform Module), a security chip 
embedded on the system board that
processes cryptographic operations,
has been a stepping stone. It alleviates
today’s enterprise security challenges
such as avoiding unauthorized access to
sensitive information. Without hardened
authentication and encryption security,
organizations can again be faced with 
vulnerabilities of losing mission-critical data.

IWS™ Desktop Security is a highly flexible,
scalable and modular authentication
management platform that is optimized
to enhance network security and
usability.This architecture provides an
additional layer of security to workstations,
networks and systems through advanced
encryption and authentication technologies.
Biometric technologies (face, fingerprint,
iris, voice or signature), can be seamlessly
coupled with TPM chips to further
enhance corporate security. USB tokens,
smart cards and RFID technologies can
also be readily integrated.

IWS Desktop Security, combined with
the TPM chip, provides overall system

security with strong authentication
between systems and networks, allowing
secure access from doorway to desktop
such as PCs, laptops, computer programs,
as well as physical access to facilities and
buildings.Whether user information is
related to an application, a system,
network, computer or user, IWS Desktop
Security encrypts the data and protects 
it from unauthorized access. A hardened
client can reduce the risk of serious 
financial loss and compromised data.

IWS Desktop Security is designed to
manage passwords, strengthen user
authentication, simplify existing authen-
tication technologies and provide enter-
prise networks and systems with the most
advanced authentication mechanisms.

IWS Desktop Security encompasses three
robust modules that effectively protect
critical data and enable organizations to
maintain a simplified, yet secure method
of seamlessly integrating various security
devices within an authentication platform.
This reliable, easy-to-use solution can be
effortlessly integrated into any security
network environment, including secure
credential issuing and management sys-
tems.

Enhanced Authentication Management Platform –
Protect your security investment
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Modules.
IWS Desktop Security Content Manager
ensures privacy and 100% data integrity 
of files by allowing users the option to
encrypt and decrypt file content without
restrictions to the number of files that can
be secured or unsecured. IWS Desktop
Security Content Manager module works
on the file level and performs file encryption
independent of Microsoft® Windows
Encrypted File System (EFS).To safeguard
against automated attacks, password
attempts are limited before the application
must be restarted.

IWS Desktop Security Depot for
Windows® Applications captures and
registers all password information and 
provides quick and efficient logon to pass-
word protected applications, preventing
unauthorized users from gaining access 
to personal or critical files. Utilizing the
TPM chip, IWS Desktop Security Depot 
for Windows automatically encrypts 
and stores appropriate username and
passwords in a central repository, replacing
the use of redundant and complex 
passwords with one master TPM protected
password for all applications.Follow the
intuitive wizard and register each password
to simplify practical and complex passwords.

IWS Desktop Security Depot for Internet
Explorer stores username and passwords
in the central repository for various Web
sites, allowing quick and easy enrollment
and single sign-on. After user registration,
IWS Desktop Security Depot will automati-
cally provide the settings for future logon .
Each IWS Desktop Security Depot account
is unique allowing users to have more than
one IWS Desktop Security Depot account
for a single application or Web site and
each account is associated with a description
unique for that log on.Stored username and
passwords can easily be viewed, edited,
deleted and re-registered.

Highlights.
• Enhance network/systems security and 

protect against unauthorized access 
to sensitive data with strong user 
credential and data management on 
the client side

• Improve user convenience with single 
sign-on and password management 

• Support government regulations such 
as HSPD-12, HIPAA, Sarbanes-Oxley and 
other federal requirements and
compliance standards

• Ensure business continuity and data 
security through strong authentication 
methods  incorporating biometrics,
TPM chips, smart cards and USB tokens

• Fully localizable 

Feature Benefits.
• Support for multiple biometric, smart 

card and USB token devices
• Integration with IWS™ Biometric

Engine™ for searching and match 
capabilities (1:1, 1:N, X:N and N:N)

• Integration with IWS™ EPI™ Builder for 
the production and management of 
secure credentials such as PIV and FIPS
201 cards

• Support for both BioAPI and BAPI 
standards

• Supports a single sign-on feature that 
securely manages Internet Explorer ,
Windows application ID and
password information

• Supports file encryption features 
• Supports various operating systems,

including Windows XP Pro and 
Windows Server 2003

Ask how our consulting services can
help optomize your IWS Desktop

Security configuration.

Please contact sales@iwsinc.com or
call 800.842.4199


